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Abstract: Security analysis is very important in Container 
Line Supply Chain (CLSC) operation as CLSC is a 
dominant way to transport cargo worldwide and at the same 
time it is also subject to many threats. In this paper, an 
evidence based approach for security evaluation of a port 
storage area against theft in CLSC is proposed. The 
approach includes evaluation criteria in a hierarchical 
structure, belief structures to facilitate evidence based 
evaluation information management, and a belief Rule-base 
Inference Methodology using the Evidential Reasoning 
(RIMER) algorithm. The approach is capable of rationally 
dealing with different types of uncertainty in the security 
evaluation process. Both the criteria hierarchy and the 
application of RIMER are validated through a real world 
case study. 
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I. Background 
 
Since their introduction in 1950s, containers have become 
increasingly important in world cargo transportation as it 
enables smooth and seamless transfer of cargo between 
various modes of transportation, and thus makes cargo 
movement much more efficient [15]. It is estimated that 
around 95% of the world’s trade moves by containers [9] 
and approximately 250 million containers are shipped 
annually around the world [3]. Therefore, Container Line 
Supply Chain (CLSC), which transports cargo in containers, 
is a predominant way to ship cargo around the globe [10].  
 
Meanwhile, CLSC is subject to many threats due to its 
complexity, vulnerability and inadequate preventative 
measures. Among the threats, cargo theft is one of the most 
common threats, which leads to about $40 billion direct cost 
per year, with indirect costs many times higher worldwide 
[4]. In addition, besides economic loss, theft can also cause 
severe consequence regarding human security if the stolen 
cargo is hazardous (poisonous, explosive, radioactive etc). 
The worst situation is that a group of terrorists steal a certain 
amount of hazardous cargo on purpose, and the stolen cargo 
is used as a weapon of terrorism. On the other hand, with the 
consideration of criminals’ convenience, most thefts occur 
when cargo is at rest instead of in motion. Regarding the 
places where cargo is at rest in CLSC, port is a key region. 

Therefore, cargo theft in port storage area is one of the most 
important threats in CLSC.   
 
II. Current Research in Security Issues against 
Theft 
 
Regarding current research on cargo theft, most literature 
focus on the problem of theft prevention by introducing 
software systems, hardware facilities or a set of managerial 
measures, for example: a cargo theft information processing 
system is introduced by Toth [11]; the development of fast-
working, nonintrusive X-ray and detection devices are 
suggested by Badolato [2] to help to ensure cargo security; 
and, a set of managerial measures are proposed by Anderson 
[1] to prevent cargo theft. In addition to academic papers, 
there are also some regulations aiming at theft prevention, 
e.g., the Freight Security Requirement [12] and the Trucking 
Security Requirement [13] issued by Technology Assets 
Protection Association.  

However, most of the current literature are not specifically 
aimed at theft in ports, and more importantly, little attention 
has been paid on how to evaluate security level of a certain 
port against theft. Without the evaluation, preventative 
measures against theft and the corresponding resources to 
support the preventative measures may not be allocated 
systematically and efficiently. 

Therefore, it is necessary to develop a model to evaluate 
security level of a port storage area against theft.  

III. Proposed Model to Evaluate Security Level 
of a Port Storage Area against Theft 
Definition of Security 
To evaluate security level of a port storage area, it is very 
important to firstly clarify the concept of security and its 
difference from other related terms. Among the various 
definitions in current literature [5] [6] [7] [8], the definitions 
in [5] will be used here: 

• Safety: the degree to which accidental harm is 
prevented, detected, and reacted to; 

• Security: the degree to which malicious harm is 
prevented, detected, and reacted to; 

• Hazard: a situation that increases the likelihood of 
formation of one or more accidental harm; 
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• Threat: a situation that increases the likelihood of 
formation of one or more malicious harm. 

 
Hierarchical Structure of Assessment Criteria 
Based on the above definitions, three components are 
proposed to model security, namely, Likelihood, 
Vulnerability and Consequence.  
 
Likelihood refers to the possibility that a theft may happen, 
which can be further described by Intention and Capability 
Required of the theft. Intention is the motivation of criminals 
to commit a theft, it is usually determined by the potential 
benefits the criminals can get if the theft is successful, which 
is highly dependent on the type of cargo stored in the port 
storage area. On the other hand, Capability Required 
indicates the skills or tools the criminals must acquire to 
commit a theft, it is also relevant to the type of cargo stored: 
If the cargo need to be carried by trucks or even cranes, the 
Capability Required will be very high. Based on the above 
explanation, the Likelihood of theft in a port storage area 
will be very high if the cargo stored in such area can bring 
great benefits to the criminals and only basic skills and tools 
are needed to steal them.  
 
Vulnerability is the feature of the port storage area which 
can influence the likelihood of the presence of the potential 
consequence after the theft happens. The feature here refers 
to both Physical Feature of the port storage area and 
Intervention Activities conducted by relevant staff. Physical 
Feature includes Employee Feature, Facility Feature, etc., 
while Intervention Activities include Preventative Measures 
and Responsive Measures. Further, Facility Feature, 
Preventative Measures and Responsive Measures can be 
decomposed into more detailed levels of criteria until the 
criteria are measurable. For example, Facility Feature 
include Hardware Feature and Software Feature, Hardware 
can be decomposed into Control Facility and Monitor 
Facility, Monitor Facility can be categorized as CCTV 
Facility and Lighting Facility, and CCTV Facility can be 
described by CCTV Coverage, CCTV Media, CCTV Mode, 
etc.  
 
To model the Consequence component, the following 
dimensions are proposed in the context of theft in port 
storage area: 
• Human Cost: physical and psychological harm to person 

involved in the whole supply chain; 
• Financial Cost: monetary loss of the port which suffers 

from theft; 
• Corporate Image Cost: reputation loss, loss of 

customers of the port which suffers from theft; 
• Economic Losses: monetary loss of the port’s partners 

along the CLSC; 
• Environmental impacts: degradation to the quality of the 

environment or to endangered species.   
 

Normally, theft can only lead to Financial Cost, Corporate 
Image Cost and Economic Losses. However, if the cargo 
stolen is hazardous, it may also lead to Human Loss and 
Environmental Impacts.  
 
Based on the discussion above, the security level in a port 
storage area against theft can be modeled using a 
hierarchical structure of criteria, in which, the criterion at the 
top of the structure is the overall security level and the 
criteria at the bottom are measurable criteria. 
 
To assess and generate the security level of a port, 
information to measure each criterion at the bottom level of 
the hierarchy need to be collected and aggregated. 
 
Measurement 
As a port storage area is operating under a very complex 
environment, there could be uncertainty in the information 
collected and judgments made when the security of the port 
is assessed. In addition, some unknown (or ignorance) may 
exist in the data collected regarding the security of the port 
in some areas (or criteria). Further, the nature of an 
evaluation criterion can be qualitative or quantitative. Some 
of them have to be evaluated by subjective judgments whiles 
others by numerical values.  
 
To model various types of uncertainty in a unified format 
including ignorance and subjectivity in the assessment and 
measurement data, the concept of belief structure [14] is 
introduced. . For example, to model “CCTV Coverage” of a 
port, the following belief structure can be used: {(Wide, 0.8), 
(Moderate, 0.2), (Limited, 0)}, in which, ‘wide’, ‘moderate’ 
and ‘limited’ are the grades used to describe “CCTV 
coverage”, and the number 0.8, 0.2 and 0 are the belief 
degrees to which “CCTV coverage” is assessed to the 
corresponding grades, which may indicate that 80% of its 
CCTVs can cover a “Wide” range of area and 20% of them a 
“Moderate” range. In the example, the sum of the belief 
degrees is 1, which means the information or judgment on 
“CCTV coverage” is complete. If not, it indicates that there 
is ignorance in the assessment.  
 
On the other hand, there are some other criteria which can be 
described by numerical or categorized values. For example, 
Fence Height is measured by precise value, while CCTV 
Media is measured by categorized values, either VCR or 
DVR. 
 
Inference 
Among the existing inference schemes, a belief Rule-base 
Inference Methodology using the Evidential Reasoning 
approach (RIMER) will be applied. The approach is based 
on a Belief Rule Base (BRB), an example of which 
regarding the relation among Likelihood, Intention and 
Capability Required is as follows: 
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IF Intention is High and Capability Required is Low, THEN 
Likelihood is {(High, 1)} 
IF Intention is High and Capability Required is High, THEN 
Likelihood is {(High, 0.6), (Low, 0.4)} 
IF Intention is Low and Capability Required is Low, THEN 
Likelihood is {(High, 0.3), (Low, 0.7)} 
IF Intention is Low and Capability Required is High, THEN 
Likelihood is {(Low, 1)} 
 
In the consequence part of the above BRB, ‘High’ and 
‘Low’ are the grades used to describe or measure Likelihood 
and the number after each grade is the belief degree to which 
Likelihood is assessed to the corresponding grade. One of 
the advantages of BRB over traditional rule base is: BRB 
can describe the knowledge in a more accurate way with the 
introduction of belief degrees in the consequence.   
 
Other reasons why RIMER is selected as a tool to conduct 
the inference regarding security analysis in CLSC include 
that: 
• Using belief structures, RIMER can accommodate 

various forms of information, including precise values, 
categorized values, and fuzzy values, and  

• RIMER can rationally deal with complete and 
incomplete information under a unified framework and 
the inference result of RIMER can reveal the effect of 
the ignorance in the original data. 

 
IV. Validation 
The hierarchical structure of assessment criteria and the 
inference method proposed above have been validated by a 
real case study carried out in port storage area in Port of 
Liverpool, and the evaluation outcome generated is 
consistent with the actual opinions of the Port Security 
Officer in the Port. 
 
V. Conclusion and future research 
Facing the problem of theft in port storage area within a 
CLSC, a hierarchical structure of criteria is proposed to 
evaluate the security level against theft in a port storage area 
in CLSC. Based on the structure, RIMER is then applied to 
handle the various kinds of uncertainties involved during the 
evaluation process and to generate the evaluation result. 
Such a result can then be used as a basis to improve security 
level of the port storage area against theft.  
 
In future, further research can be conducted along the 
following directions:  
• The hierarchical structure of assessment criteria 

proposed here needs to be validated with more real 
cases and necessary refinement is needed after the 
validation;  

• The method to evaluate security level of a port storage 
area against theft can be expanded to consider security 
level of the whole CLSC under various threats with the 

consideration of features of each threat, features of the 
members involved in CLSC as well as dependencies 
among the members in CLSC. 
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